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Description:

A network operations centre and a security operations centre both watch systems around the clock,
and they are routinely confused — including by providers who use the terms interchangeably in
proposals. The difference is what they are

Details:

A network operations centre and a security operations centre both watch systems around the clock,
and they are routinely confused — including by providers who use the terms interchangeably in
proposals. The difference is what they are watching for, and it produces two genuinely different
disciplines with different tooling, different skills, and in one important respect, opposite instincts.

The NOC — availability and performance

A network operations centre exists to keep systems running. Its concerns are availability, capacity and
performance: is the link up, is the server responding, is disk filling, did the backup complete, is latency
within normal range.

Typical NOC work covers monitoring and alerting across infrastructure and network, incident response
for outages and degradation, capacity and utilisation management, patch and change execution, and
carrier or vendor escalation. The measure of a good NOC is that problems are noticed and fixed before
users report them.

We operate a 24x7 network operations centre supporting the emPOWER Network and Connectivity
service.

The SOC — threat detection and response

A security operations centre exists to detect and respond to adversarial activity. Its concerns are
entirely different: is this login legitimate, is this process behaviour normal for this host, is this data
movement expected, is someone establishing persistence.

Typical SOC work covers telemetry collection and correlation across endpoint, network, identity and
cloud, alert triage, threat hunting, incident containment and remediation, and vulnerability prioritisation.
The measure of a good SOC is dwell time — how long an intruder is present before detection and
containment.

Where the instincts diverge

This is the part that matters, and it is the reason the two functions are not interchangeable staff.



A NOC's instinct is to restore service. Something is down; get it back up. Reboot it, fail over, restore
from backup, move on.

A SOC's instinct is to preserve evidence and contain. Something is behaving oddly; do not reboot
it, because you will destroy volatile evidence and may hand the adversary a clean restart. Isolate it,
capture state, understand scope, then remediate.

Put a security incident in front of a pure NOC and the well-trained availability response — restore
quickly — can actively worsen the outcome. Put an availability incident in front of a pure SOC and you
get careful analysis when what was needed was a failover.

That is why "our NOC also handles security" deserves a follow-up question, and why mature providers
either run distinct functions or train explicitly for the handover between them.

The handover is the hard part

The two functions have to interoperate, because most real incidents are both. Ransomware is a
security event and an availability event. A misconfigured firewall change is an operational error and a
security exposure. A compromised account is a security incident that requires operational action to
resolve.

So the question to ask a provider is not "do you have a NOC and a SOC" but:

When your SOC detects something that requires an operational change to contain, what
happens next — and who has authority to make that change?

If the answer involves a supplier boundary, a ticket queue, or a customer approval step at 3am, you
have found where response time actually goes. See what an MSSP is for the authority question in more
detail.

This is the structural reason we deliver MSP and MSSP capability under one operating model:
detection and the authority to act operationally sit with the same accountable party, so the handover is
internal rather than contractual.

- emPOWER Security — Managed Detection and Response, Human Risk and DMARC -
emPOWER Network and Connectivity — Managed MPLS, SD-WAN and Internet

What to check when a provider claims both

Four questions that separate real dual capability from a single team with two labels:

1. Are they staffed separately, or is it the same roster wearing two hats? Both can work; only
one of them scales under simultaneous incidents.

2. What tooling sits behind each? Infrastructure monitoring and security telemetry correlation are
different platforms doing different jobs.

3. What is the documented handover between them? Ask to see it.

4. Which of the two is on call at 3am on a Sunday? Sometimes the honest answer is only one.

What neither replaces

Neither a NOC nor a SOC replaces the operational hygiene underneath them: asset inventory, patch
discipline, change control, tested backups, and identity governance. Monitoring an undisciplined estate
produces a high volume of findings and a low rate of resolution.

If you are choosing between investing in monitoring and investing in the fundamentals, the
fundamentals come first. A provider willing to tell you that is worth more than one willing to sell you a
dashboard.
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